
Security Advisory 139 Dated: 29.01.2025        By CISO Office 

In recent times, debit card frauds targeting international transactions have been on rise. To safeguard your 

hard-earned money, it is strongly recommended to ‘Disable’ international transactions when not needed. 

Protect Card from 

Unauthorised  

or Fraudulent Activities 

BEST PRACTICES TO STAY SAFE 

Disable International Transactions: Keep your card's international transaction mode disabled 

when not required. 

Enable Only When Needed: If usage of international transactions is needed, enable it & 

disable immediately after its use. 

Utilize Other Security Features of UCO Digi Safe & UCO Secure App: 

 Disable digital banking channels when not in use. 

 Set transaction limits as per your requirement. 

Never share personal, sensitive or financial information like Card Number, CVV, PIN, OTP, 

Passwords, UPI PIN, Aadhaar Number etc. with anyone. 

Report fraudulent calls, SMS or WhatsApp to CHAKSHU Portal at sancharsaathi.gov.in . 

Report cyber fraud incidents by dialing Helpline No. 1930 & lodge complaint at Cybercrime 

Reporting Portal cybercrime.gov.in. 
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