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Do’s Don'ts

@ Ensure of having chip-based card ® Do not write pin anywhere instead
(EMV  Compliant), if not get it memorize if.

immediately replaced with the
Bank branch.

Change the default PIN sent by the
Bank.

@ Change your card PIN periodically. Do not respond over call if
@ Use card on trusted website with someone ask card details, in case
https and padlock sign. of doubt call Bank's customer care.

@ Register for SMS and email alert for @ Do not hand over your card to
card transactions and nofifications. anyone & never take assistance

While entering the PIN, use your from stranger in ATM room.
hand to cover the PIN pad. Avoid using card for online
Before leaving ATM, wait for the transaction over unsecured /
transaction to complete and Public / Free Wi-Fi network.
ensure fo collect your card. Don't save card details in the
Set card transactions limit from browser / internet / devices.

DigiSafe Corner of UCO mBanking ® Do not post pictures of card on any
Plus App as per requirement. public / social media platforms.

@ Do not set predictable PIN like your
DOB, 1234, 1111 or similar.

Never share Card Number, Expiry
Date, CVV, PIN, OTP with anyone.

SECURE YOUR DIGITAL TRANSACTIONS

Use

8 B vcomBoniing” ]

‘,::‘ :(l&“-twp&% a UCO Digi Safe
or

UCO Secure

Disable digital
I ELE

Block all digital
transactions

How to Hotlist / Block UCO Bank Debit Card ?

Call 1800-103-0123 (toll free) from
the registered Mobile Number
(@) Visit Website .
iy Call Toll Free Number Email at
o e B nges. uco.custcare@ucobank.co.in

Send SMS at 9230192301 from the
registered Mobile Number

v Format: HOT<space><last 4 digit of card no.>
STAY U PDATE D — Or HOT<space><14 digit account no.>
with all UCO Bank updates and offers
BY FOLLOWING US ON SOCIAL MEDIA!

('-.)) o fsff;'-::& @ o Download UCO Secure App or UCO mBanking
: T Plus App from Play Store/App Store & go to

official ucobank official ncobank UCORankDMcial  compamy/uen b “ ” H
. Manage Card” section

Report Cyber fraud Incident to https://www.cybercrime.gov.in

or call 1930 for assistance
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