
Nowadays, fraudsters, impersonating trusted officials, 

deceive individuals by sending "Free smartphones" with 

pre-configured malicious Apps.  

Beware of  

FREE GADGETS  

in Parcel !! 

Modus Operandi 

Scammers posing 
as Bank Officials 

contact individuals 
via calls, 

messages or 
WhatsApp, offering 

FREE Gifts. 

 
Iot devices  

like Smartphone 
or other gadgets 
are sent as FREE 

Gifts. 

These devices 
are pre-loaded 
with malicious 
apps to steal 

OTPs, SMSs, and 
sensitive 

information. 

Fraudsters use 
stolen 

credentials to 
siphon off money 
during financial 

transactions. 

Best Practices to Stay Safe 
Avoid responding to unexpected calls, messages, WhatsApp offering 
FREE Gifts or unexpected benefits.  

Verify unsolicited parcels directly with the organization.  

Contact customer care using details from Official Websites or Apps.  

Regularly review app permissions and deny unnecessary access. 

Report fraudulent calls, SMS or WhatsApp to CHAKSHU Portal at 
sancharsaathi.gov.in . 

Report cyber fraud incidents by dialing Helpline No. 1930 & lodge 
complaint at Cybercrime Reporting Portal cybercrime.gov.in. 
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