Beware of Fake IVR Calls

Mimicking Banks!

How the Scam Works:

P> Customer receives IVR or automated call
claiming to be from Bank.

P The call states that large amount is being
transferred from Bank account.

P Customer is asked to press a key (e.g.,
"Press 3 to confirm or Press 1 to stop the
transaction").

P> Once Customer engages, scammer tricks into
revealing Banking credentials or OTPs,
leading to financial loss.

How to Stay Safe
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Do not trust caller ID as Never press any key or Banks never ask for
scammers can spoof interact with unknown sensitive details via
Bank numbers. IVR calls. calls or messages.

L4 CHAKSHU
If unsure, hang up & Report such calls Dial 1930 to report
contact directly with immediately to cybercrime & lodge
Bank’s Official CHAKSHU portal at complaint at
customer care number. sancharsaathi.gov.in cybercrime.gov.in
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_? 'v‘; DIAL1930 FOR ONLINE FINANCIAL FRAUD ‘@ a_d':; @ Uco BANK
‘gj “ REPORT ANY CYBERCRIME AT VW CYBERCRIVIE.GOV.IN (RA TRER F1 FIFH) (A Gowt. of India Undertaking)

V= FOLLOW CYBERDOST FOR UPDATES ON CYBER HYGIENE
= TS AT fAar &1 Honours Your Trust

@ 1800-103-0123 (Toll Free) g 8334001234 g4 7666399400 Folowus X @ f in @




