
Sometimes, in the name 
of verification of Cards, 

victims are redirected to 
fake websites mimicking 
Bank's Official website to 
enter personal, sensitive 
or financial information. 

Fraudsters misuse these 
sensitive details to commit 
fraudulent activities like - 

raising loans, making 
unauthorized transactions, 

changing of registered 
mobile number etc. 
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Cyber Safety Practices to Avoid Such Scams  

Do not share sensitive or financial information like card number, PIN, CVV, OTP, 

UPI PIN etc. with anyone under any circumstances. 

Never click on links, visit websites & enter your personal, sensitive or financial 

details in ransom website. 

If unsolicited calls in the name of Bank is received, cross-check with Bank 

Branch through direct communication. 

Regularly monitor Bank account activities. If any unauthorized transaction is  

noticed, inform your Bank promptly. 

Enable multi-factor authentication (MFA) for online accounts & transactions. 

Report fraudulent calls, SMS or WhatsApp to CHAKSHU Portal at https://

sancharsaathi.gov.in . 

Report cyber fraud incidents by dialling Helpline No. 1930 & lodge complaint 

at Cybercrime Reporting Portal https://cybercrime.gov.in . 

? 
Asking for Credit or 
Debit Card Issuance 
or Verification 

Beware !! 
Fraudsters impersonating 
Bank, call victims for card 
issuance or verification, 

persuading them to share 
personal, sensitive or 

financial information to 
commit fraudulent activities. 
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