> oLl é’%ﬁ@ UCO BANK

('m“\'a [AIPHIR BT IUHH) (A Govt. of India Undertaking)

Honours Your Trust

Secure Usage of Emails

Bank uses e-mail as a major mode of communication.
Considering the security concerns with regard to the
sensitivity of data being transmitted through emails, users
should exercise caution while using Email services.

@ Only the e-mail services provided by DIT under ucobank.co.in
domain, shall be used for official communications by offices,
branches and employees.

@ Use of personal Web Mail accounts which are outside the
Bank’s domain (e.g. Gmail, yahoo etc.) is prohibited from
being used for business purposes.

@ Users should exercise utmost caution while handling Generic
/ hamed email accounts provided by Bank.

Users should ensure Multifactor Authentication (MFA) is

enabled in Official email ids (under ucobank.co.in domain)
used by them.

Be Cautious !!!

» Do not share your Email Password with anyone.

» Change your Email Password periodically.

Always double-check and verify email contents along with
trailing mail before sending any Email from Bank’s domain.

I Stay Alert. Stay Safe! l
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