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         VISION 

 CYBER SMART  

her VISION is her  

STRENGTH 

Empower.. Aware.. Secure 

Commemorating International Women's Day with  
Cyber Resilience, Online Safety & Digital Freedom.  

Disclaimer: The literature / images / materials (courtesy from various sources viz., internet, photo gallery etc. ) used are strictly for the purpose of cyber literacy / education without any commercial purpose intended thereof.  



Women are  
key financial  

decision-makers  
& digital users.  

CYBER THREATS FACED BY WOMEN  

Digital Payment 
Frauds  

Identity Theft & 
Impersonation Deepfake 

Exploitation   

Investment 
Scams   

Location 
Tracking & GPS 

Spoofing  

Online Loan & 
Debt Traps  

Malware & Spyware  

Phishing & 
Social 

Engineering   

As financial independence and digital 
transactions become a part of everyday life, 
ensuring cybersecurity awareness is essential 
for self-empowerment.  



 Use strong, unique passwords 
for accounts & enable Multi-
Factor Authentication (MFA) 
wherever possible. 

 Keep Operating System, 
Software & Apps updated with 
latest patches & also lock 
devices when not in use. 

 Download Apps from trusted & 
reputable sources. 

 Regularly review App 
Permissions & disable 
unnecessary access. 

 Turn off Bluetooth, GPS, 
Hotspot, NFS when not 
required. 

 Keep social media privacy at 
the most restricted level. 

 Verify legitimacy of investment 
opportunity & check reviews 
from credible sources.  

 Apply loan from RBI approved 
Banking & Financial 
Institutions or Companies. 

 Always cross-check 
information / media from 
official & trusted sources 
without blindly relying upon 
online posts or ads. 

 Report suspicious 
communications at CHAKSHU 
portal - sancharsaathi.gov.in. 

 Report Cybercrime at 
cybercrime.gov.in or call 1930 
for assistance. 

 Never share personal / 
sensitive information like 
Card Details, OTP, PIN, 
CVV, UPI PIN, Password, 
Financial Credentials etc. 
with anyone. 

 Do not click on unknown 
link or download 
attachments received from 
untrusted sources. 

 Do not fall prey to alluring 
investment offers promising 
unrealistic returns. 

 Do not download any 
unknown App at the behest 
of any stranger. 

 Avoid searching Customer 
Care or Helpline number on 
search engine, it should be 
taken from Organizational 
Official Website or App.  

 Do not enter UPI PIN or 
scan QR Code for receiving 
money, they are only used 
for making payments. 

 Never make money transfer 
in the basis of Urgency, 
Fear or Pressure. 

 Don’t be a money mule, 
avoid any commission-
based money transfer job 
offer. 

 Avoid accessing sensitive 
information or doing 
financial transaction through 
unsecured or public Wi-Fi 
network. 

KNOW YOUR 



Every 

cautious 

step - paving 

the way for 

a  

cyber-smart 

future.. 

STAY STAY SAFESAFE.. ..   

STAY STAY STRONG.. STRONG..   
STAY STAY AHEAD..AHEAD..  

CISO OFFICE 

Report suspicious communications or cyber fraud immediately ! 

     CHAKSHU Portal 

www.sancharsaathi.gov.in 

Cyber Crime Helpline 

 1930 
    Online Complaint 

www.cybercrime.gov.in 

Disclaimer: The literature / images / materials (courtesy from various sources viz., internet, photo gallery etc. ) used are strictly for the purpose of cyber literacy / education without any commercial purpose intended thereof.  


