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CISO OFFICE 

FOR THE YOUNG CYBER WARRIORS 
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ABOUT THE BOOKLET 

Greetings from UCO Bank 

In today's world, the internet and smartphones have 
become like our best buddies, helping us connect 
with friends, learn new things, and have fun. But, just 
like we take care of ourselves in the real world, it's 
important to be cautious and smart in the online 
world too. 

Imagine your online life is like a garden, full of 
flowers (fun stuff) and some thorns (cyber threats). 
This Cyber Safety Booklet is your guide to help you 
enjoy the digital garden while avoiding those thorns. 

With the internet being a big playground, we need 
to play safely. This booklet is like your superhero 
cape, providing you with tips and tricks to stay safe 
from online villains. Don't keep all these cyber 
knowledge gems to yourself! Be a digital superhero 
not just for yourself but for your family and friends 
too. Share the cyber awareness messages from this 
booklet with your parents, friends, and relatives to 
create a safer online space for everyone. .  

Let's embark on this cyber safety journey together 
and make our online adventures secure and 
enjoyable! 

STAY CYBER SAFE, BE CYBER SMART ! 
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OTP FRAUD 

I am calling from your Bank. Your 

debit card has been blocked for 

Online Purchase. Tell me your 

Card Number, Expiry Date & CVV 

to unblock it . 

Ok ok.. My Card 

Number is 

XXXX…. 

VU-ABBANK 

Dear Customer, 

Your Account is 

debited with Rs. 

9999.00. Avl 

Balance is 
It’s 2500XX 

Please tell me the 

confirmation code 

sent on your mobile. 

Oh No!!!! 

Cybercriminals  

posing as Bank / Govt. 

Officials, call people & 

ask for sensitive 

information for 

siphoning off money 

from their Bank 

Account. 

 Do not trust or respond to any unknown caller. 

 Never share the ATM card number, CVV, PIN, OTP or any 

other sensitive or confidential banking credentials with 

anyone. 

 Remember, Bank never asks for Card number / CVV /PIN / 

OTP / Password or any other sensitive or confidential 

credentials. 

Best Practices 
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FAKE SMS 

 Do not trust or respond to unknown messages which are too 

good to be true. 

 Avoid clicking on unknown links. 

Best Practices 

Fraudster sends 

fake messages 

containing 

malicious link 

The link either takes 

user to fraudulent 

website or malware 

gets downloaded on 

device 

User opens the 

message and 

clicks on the link 

Fraudulent text messages (SMS) are sent by fraudsters to individuals to 

trick them into revealing personal / sensitive information. 

Indicators of Fake SMS 
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Best Practices 

Fraudster sends deceptive emails as Phishing Bait to capture sensitive / 

confidential information of user. 

FAKE EMAILS 
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FAKE LINKS 
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UPI FRAUD 

Best Practices for 
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QR CODE FRAUDS 
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FAKE ADVERTISEMENTS 
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FAKE APPS 

Best Practices 
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MOBILE DEVICE SECURITY 

Beware of  

Juice Jacking 
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SECURE YOUR PASSWORD 
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LATEST CYBER SCAMS 
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LATEST CYBER SCAMS 
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ONLINE SHOPPING SAFETY TIPS 

Best Practices 
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SAFE HANDLING OF SOCIAL MEDIA 

Be 

Social 
Be  

Safe 
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CYBER FRAUD REPORTING 

The complainant must provide 

 Mobile Number 

 Name of the Bank and Account Number from 

which amount has been debited 

 Transaction details (ID and Date of Transaction) 

 Debit / Credit Card Number in case of fraud 

made by using Card 

 Screen shot of transaction or any other image 

related to fraud, if available 
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CONNECT WITH US 

Education Loan 
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CISO OFFICE 

Empower Your Cyber Journey 

Be a CyberSafe Champion  


