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Cyber scam that unfolds in the
corridors of corporate deceit

Hope everylhing is fine
a1 oifice.

| am at imporfant meeting!
Will nat available an phone.

Can you arrange 30 XYT Gift
cards warth Rs, 5000 each 7

It's wery very URGEMNTIN

Mandeep Singh, an executive
engineer, engrossed in his work.

Couldn't identify the phone number but the profile
picture is of my Boss. May be it's the personal number of
Boss and he requested the favour personally te me. |
should obey his request.
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Sir, | have bowght the gift cards.
a5 AT YOur requiramants
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Very good. Mow please send
Rs. 1.5 lakh to below account
number,
Acc.: 12340000000

IFSC: ABCODR0OO0L
Keep it confidential |
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He bought the gift cards from the platform
as said by the boss.
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What should | do?
Again he is asking

for some money. Sir, | have transferred the

maney to mentiened account.
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Rs 150000

Payment Successfull

Rs 150000

Transfared to
ABC BANK X000

Very good.
Thank you.

Mandeep transferred Rs. 1.5 lakh to the given Acc no. & replied
to his Boss.
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| don't have that much
of amount right now. |
should tell the matter
immediately to Boss
Secretary. May be |
could get some help
from her in this
matter,

.

There is some problem
in vy previous number.

I need Rs. 2 lakh
immediately,

Here is the payment link.
bil Ly/kjgP5geT

Pay Mow. It's VERY URGENT.

Confidential 1!

After few minutes, Mandeep
again received a WhatsApp
message from another
unknown number with the
profile picture of his Boss.
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This messages are fake. Someane
defrauds you using my picture. Why
you have not called me directly?

Madam, What! How this is

please possible? Boss is in

help me, his chamber, We

should immediately

discuss this matter
with our Boss.

was being scammed
through impersonation.

Mandeep called Boss
Secretariat & briefed
the total scenario. Soon an urgent meeting was

conducted at the Chamber of Boss.

Warning Signs

D &

Pretends to come from Pressurizes for
senior officials / top immediate action,

management of the

organization.

Informs about the
Asks for urgent non-availability of the
monetary favours like  concerned official /
money transfers o top management for
anonymeous account, a certain period over
buy gift cards etc. the phone.
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Tips to avoid such scam
@. Do not trust messages from
unknown WhatsApp number.
Mever carry out monetary
= ; .
transaction or purchase gift card
at the behest of any stranger.

G Always verify the authenticity of
the message by calling the person
concerned or confirm

from known trusted sources.

Now a days, fraudsters are impersanating
senior officials / top management of
organizations with their photo, sending out fake
messages through instant messaging Apps like
WhatsApp, Telegram etc. and asking for urgent
monetary favours from their colleagues.

J

Cyber Netra: 2024 - 25 Page 24 CISO Office, UCO Bank




	Page 26
	Page 27

