UCO BANK

Honours your Trust

Department of Information Technology

Request for Proposal (RFP) for Procurement of Hardware Security Module (HSM) hardware and services.
RFP Ref. No: UCO/DIT/3325/2021-22 Date: 25/11/2021

Pre-Bid Responses/ Clarifications to Queries raised by the Bidder(s) Amendments, Addendums and Corrigendum

RFP
ﬂ;) Pageﬂ: CIauseOriginql RFP Clause Subject/ Description Query Sought/Suggestions of the Bidder Bank’s Response
" |No. )
The requirement for BBPS is HSM network
General :Z';\/\Ij’rg] SCCJeSCeipr;yan(;enr’rol\S/irgg Lk!;‘i?cgﬁg# isr;rBonk requires General Purpose
1. General Query General Query pecity P HSM with RSA 2048-bit
Query the requirement of Payment HSM and .
. encryption for UPI and BBPS
Network HSM in the BOQ S
applications.
For clauses 1 to 10 of the We request the Bank to allow the Eligibility]
Eligibility Criteria section. Criteria compliance basis the documentary
evidence from the Bidder OR Bidder's
.. ... |[Documentary  Evidence Parent Company (in case the Bidder is a .
2. 12—153' .Ehglbmy for compliance to each of] wholly owned subsidiary of porenTDpcumen’rory ewdeqce of only
Criteria "~ liaibility criteria must MoAn bidder company is to be
& eligbility criteria mus company). submitted with bid documents.
be enclosed along with
the bid together with Please confiim the acceptance of our
references. request.
At least 5 numbers of the
3 Eligibilit proposed As per our understanding we can show 5
IPIY IOEM HSM should  have nos. of HSM from multiple PO's. S
3. |14  (Criteria . Understanding is correct.
Sl No. 7 supplied and

running in Indiain last three

years.

Please confirm
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" |No. )
Please share existing Hardware Security
4 37 |PART-IV 1. SCOPE OF WORK Module (HSM) make and model with Luna SA 1700
) specifications, used for UPI and BBPS
Please specify the size of data to be
encrypted or best would be to convert
2. Generally, TPS general purposefperformance solely into standard format
Technical [Speed: 500 TPSHSM is measured in terms ofwhich is RSA 2048 bit signing. The TPS
8 Specificati |(Transactions ' p.erSigno.Tures/sec for RSA 2048 pif.requirementmoy get Tronslcired fo highermCIcuse stands as per RFP. It is
5. on of HSM secongl)(or hlg.her) withReqguirement Qf encwphon"rho’r case. As eoch.’rron‘soc’rlon of QPI M3Ymentioned clearly in the RFP
for UPI - [2048 bit encryption depends on the size of data to befinvolve signing/verification/encryption ondobouJr required TPS.
Reqg. no. 1 encrypted. decryption, 2000 TPS may be good to be
considered, that would ensure TPS for end-
to end flow.
Please specify the size of data to be
encrypted or best would be to convert
2. Generally, TPS general purposefperformance solely into standard format
Technical Speed: 500 TPSHSM is measured in terms ofwhich is RSA 2048 bit signing. The TPS
8 Specificati |(Transactions per second)Signatures/sec for RSA 2048 bitrequirement may get franslated to higherinClause stands as per RFP. If is
6. on of HSM |(or higher) with 2048-bitRequirement of encryptionthat case. As each transaction of UPI maymentioned clearly in the RFP
for UPlI - [encryption depends on the size of data to bejinvolve signing/verification/encryption andiabout required TPS.
Req. no. 1 encrypted. decryption, 2000 TPS may be good to be
considered, that would ensure TPS for end-
to end flow.
Please specify the size of data to be
encrypted or best would be to convert
2. Generally, TPS general purposefperformance solely into standard format
Technical [Speed: 500 TPSHSM is measured in terms ofwhich is RSA 2048 bit signing. The TPS
v 8 Specificati |(Transactions per second)Signatures/sec for RSA 2048 bitrequirement may get translated to higher inlClause stands as per RFP. It ig
’ on of HSM |(or higher) with 2048-bitRequirement  of  encryptionthat case. As each transaction of UPI maymentioned clearly in the RFP
for UPI - |encryption depends on the size of data to bejinvolve signing/verification/encryption andabout required TPS.
Req. no. 1 encrypted. decryption, 2000 TPS may be good to be
considered, that would ensure TPS for end-
to end flow.
39 2. The proposed HSM mustiGenerally, PCI-HSM certification iSPIegse remove fhis clquse. or change it fo
8. Technical  |be PCI-HSM 3.0 Certified orffor payment HSMs. For generalndian stanrds BIS cerfification HSM should be PCI compliant
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" |No. )
Specificati jabove purpose HSM, FIPS or CC EAL4+
on of HSM certificate is considered as
for UPI - standard. Also from India
Req. no. 4 perspective, BIS certification will
be required as per Meity.
PIN block translations is required
. only in case of card related
N . Capable of Trgnslohng YPtransactions and is supported by
Technical [fo 1000 PIN ftriple DES Pin . .
e payment HSM. In case of UPl andPlease remove / relax this clause as this
Specificati block Per second . L . . .
39 on of HSM land minimum of 500 PINBBPS’ it uses signing certificateclause is related to a different product
9. \ . and this feature can be best(payment HSM) Clause stands as per RFP
for UPI - [rriple DES Pin block Per
Req.no.8 |second supported by General purpose
B HSM. So this clause becomes not
applicable.
It should support following
2. . Crypfo Graphic S’rondqrd:DES is not allowed in FIPS Level 3.
Technical |DES and Triplel” - . . . .
e . . _|This not only contradicts with FIPSPlease remove / relax this clause as this
Specificati [DES Algorithms - Provide . . .
39 o of HSM PIN encrvotion PIN<:Iouse but also not in support ofclause is related to a different product
10. _encryphion, the requirement of general(payment HSM) Clause stands as per RFP
for UPlI - |Authorization and Uroose HSM
Req. no. 10 message authentication®"™® ’
capabilities.
2.
Techm‘col‘ The‘ rel‘evon’r .seCU”TyThis clause is not a standard forPlease remove / relax this clause as ’rhisClduse stands as per RFP
Specificati [sefttings in the firmware . . .
39 . JGeneral purpose HSM. It isclause is related to a different product
1 on of HSM should have PCl compliant -
. specific fo payment HSM. (payment HSM)
for UPI - values
Req.no. 12
2. . . . . .
Technical Shipment  of ’rhg HSM[This clause is not a standard erPIeose remove / relax ThI.S clause as thisiciquse stands as per RFP
39 specificati should be compliant asGeneral purpose HSM. [t isclause is related to a different product
12. on of HSM [Per PCI HSM requirement [specific to payment HSM. (payment HSM)
for UPI -
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" |No. )
Req.no. 13
2.
Technical Though general purpose HSM . .
Specificati End to End PIN/Passwordican easily support ThisPleOse remove / relax Th'.s clause as this
39 . . . clause is related to a different product
13. on of HSM [Encryption requirement, the requwemen’r( ayment HSM) Clause stands as per RFP
for UPI - itself suggests payment HSM. pay
Reqg.no. 14
Hardware security Module is not a
Key storage device, it is Key
b management device. Advanced
) . . HSM technologies  supports
Techr.w[coll HSM should sTore MINMYMY Skenized key management andPlease change this clause to HSM should be
Specificati (1500 2048-bit keys in ifs| . . . .
39 on of HSM lervotoaranhic brings in many managementiable to manage 1500 RSA 2048 bit keys in
14. ryplograp benefits that will not be availablelaccordance with FIPS 140-2 Level 3 Clause stands as per RFP
for UPI - /memory. A .
if you store keys in memory. Plus
Req.no. 15 - .
storing large no. of keys in
memory might affect|
performance.
2. . .
. Generally all  major  Linux
Technical S .
e distribution and Windows are . A
39 Specificati ble with all a. If iUl Details would be of help. Eg; Windows and
f HSM compatible with all OS supported. If any particular Osmojor Linux distributions
15. ]?Or: OUPI apart from this is required, please ' Clause stands as per RFP
Reqg.no. 16 specify.
This point is not applicable for this
The relevant  security requirement
settings in the firmwareflechnical Specification of HSM
16. 39 12 should have PClfor UPI BBPS and UPI use cases dose not need PCI

compliant values

compliant values. PClI compliant values
applicable for Credit card/Debit card
fransactions

Clause stands as per RFP
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" |No. )
2.
rechnical —iop id have  GuI/CL
40 Specificati vailable  with 2 focforUSB tokens is specific to oneShould hgvg GUI/QLI available W|Th2fc1c’ror/A\UdiJr trails and 2 Factor
17. on of HSM Authentication using USB vendor Authentication using USB / Smartcards Authentication for Auditor using
for UPI - USB tokens/Smartcards
Reqg. no. 21
All Features for the HSM
2. should be enabled by
gecek;ri}liiglﬂ ;jeefsitrjg Ounrgh;?gug gr?TThis clause is not a standard forPlease remove / relax this clause as this
40 OF; of HSM oc?diﬁongl icense for PlNyGeneroI purpose HSM. It isclause is related to a different product
18. : specific to payment HSM. (payment HSM) Clause stands as per RFP
for UPlI - [fransaction
Req. no. 24 |Processing, EMV
Processing efc.
2.
gecezri}'igglﬁ Key Block supportThis clause is not a standard forPlease remove / relax this clause as this
40 oFr)w of HSM (superset of ANSI X9.24) onGeneral purpose HSM. It isclause is related to a different product
19. for UPl - Higher specific to payment HSM. (payment HSM) Clause stands as per RFP
Req. no. 26
2.
;ec;k;ri}licctgui This clause is not a standard forPlease remove / relax this clause as this
40 oFr)w of HSM DUKPT (DES and Triple-DES)|General  purpose  HSM. It isclause is related to a different product
20. for  UPl - specific fo payment HSM. (payment HSM) Clause stands as per RFP
Req. no. 27
2.
Technical [Cryptographic module - . . .
o Specificati |certified to  FIPS: ]40_2F6W 'f'Of’r the ce;’n:;a’resh irgPlleose rechv?érJrelox ’rg{?fcloutse Osdfh'erhould adhere to all major
b1 on of HSM lLevel 3, 46, 81, 180-3, ]Sé_spch]cl ic oTpoycrlneT which isiclause IST Ir_|eS('\1Ae o a different productinqusiry standards, including
' for UPI - |3, 198 or above @ citerent proauct. (Paymen ) FIPS-140-2 leve
Req. no. 28 3, PCI compliant
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" |No. )
2.
Technical o . .
Specificati NIST SP800-20, SP800—9O(A)FeW ”of the certificates ‘ orgPIeose remove / relax ThI.S clause as this
40 F HSM b specific to payment HSM which isclause is related to a different product
22. ]?or; OUPI or adbove a different product. (payment HSM) Clause stands as per RFP
Req. no. 30
All Features for the HSM
2. should be enabled by
Techm‘ccﬂ' defqul’r and should r]OTThis clause is not a standard forPlease remove / relax this clause as this
40 specificati fequire purchase of OnyGeneroI purpose HSM. It isiclause is related to a different product
23. on of HSM [additional license for PIN - ’ Clause stands as per RFP
. specific fo payment HSM. (payment HSM)
for UPlI - fransaction
Req. no. 24 |Processing, EMV
Processing efc.
2.
Technical - . .
e Few of the cerfificates arePlease remove / relax this clause as this
24. |40 Specificati | INIST SP800-20, SP8OO_9O(A)specific to payment HSM which isiclause is related to a different productiClause stands as per RFP
on of HSM |or above .
a different product. (payment HSM)
for UPI -
Req. no. 30
Should adhere to all major,
industry standards,
including FIPS-140-2 level This point is not applicable for this
3, PClI — DSS, qualified requirement
signafure or Seal creation . e .
. —..~ Technical Specification of HSM . . Bhould adhere fo all major
25. 40 20 Device (QSCD) “.Shn.ngI’UPI P UPI and BBES fransactions dose rp’r reqQuUireinqustry  standards,  including
for eIDAS, common criteria PCl complaint PCI-HSM 3.0 Certification ISFIPS-140-2 level
EAL4+(AVA_VAN qnd applicable for payment HSM. Poymen’rsl PCI compliant
ALC-FLR.2) against] HSMS
the protection profile EN
419 221-5 efc.
All Features for the HSM ) e This point is not applicable for this
s |40 [24 should be enabled by}srCSQ“COl Specification of HSMyq 4 irement

default and should nof

require purchase of any

Clause stands as per RFP

BBPS and UPI use cases do not require any
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" |No. )
additional license for PIN PIN transactions.
fransaction
Processing, EMV
Processing etc.
24. All Features for the HSM .
b should be enabled by, BBPS and UPI use cases do not require any
Technical |default and should nof PIN fransactions.
ificati require purchase of an
27. 40 So?]eg:cﬁa(gp/\ oélqdiﬂongl license for PINy This point is not applicable for thisClause stands as per RFP
tor UPI transaction Processing, requiremen’r, so please drop this
EMV Processing etc. requirement.
All Features for the HSM
should be enabled by
default and should nof
require purchase of anyBBPS and UPI use cases do noffThis point is not applicable for this
28. 140 24 additional license for PINrequire any PIN fransactions. requirement Clause stands as per RFP
fransaction
Processing, EMV
Processing efc.
All Features for the HSM
2. should be enabled by
;EZZ:}'igglﬁ ;jee(jsitrjlef Sunrghosgsug’ gr?;This clause is not a standard forPlease remove / relax this clause as this
29. 40 iy . General purpose HSM. It isclause is related to a different product
on of HSM OddITIOI’]'Cﬂ license for Plepecific fo payment HSM. (payment HSM) Clause stands as per RFP
for UPlI - fransaction
Req. no. 24 |Processing, EMV
Processing efc.
2.
;EZZ}EE; NIST SP800-20 SP8OO—9O(A)FeW of the cerfificates arePlease remove / relax this clause as this
30. (40 on of HSM lor above speplflc to payment HSM which isiclause is related to a different |oroduc’rCIOLJse stands as per RFP
for  UPl - a different product. (payment HSM)
Req. no. 30
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" |No. )
2.
geggi}'igglﬁ rDe?:\i(\:/gclmin c?;di’riofwovfeorFeW of the features are specific toPlease remove / relax this clause as this
41 oFr)w of HSM |Alarm triagers for motion payment HSM which is a differenficlause is related to a different product
3. for UPI - |voltage c?r?d Tempero’rurelprOdUd' (payment HSM) Clause stands as per RFF
Req. no. 35
2.
Technical . . - . .
Specificati Multiple alarm triggers forFew of the features are specific toPlease remove / relax this clause as this
4] on of HSM motion, voltage  andpayment HSM which is a differenficlause is related to a different product
32. for Up| . [femperature product. (payment HSM) Clause stands as per RFP
Req. no. 36
2.
geg;ri}liggl’ri ?Oevéci;Bloerdir;:Z%o_n?b!gFew of the features are specific toPlease remove / relax this clause as this
41 oF:\ of HSM reauired by the hosT|ooymen’r HSM which is a differenficlause is related to a different product
33. cor UPI - ogplico’rion Y product. (payment HSM) Clause stands as per RFP
Req. no. 37
2.
Technical . . or . .
Specificati Audit trails and 2 FactorfFew of the features are specific toPlease remove / relax this clause as this
41 on of HSM Authentication for Auditorpayment HSM which is a differenficlause is related to a different product
34. cor Up| . |Using USB fokens product. (payment HSM) Clause stands as per RFP
Req. no. 38
2.
geceké?f'igglﬁ SRfeOF?grh?dge2ffiflizlé1-h3/r:‘f(ej:|l’]oer:-rhese features are specific toPlease remove / relax this clause as this
4] oFr)w of HSM lcommands Ore|oc1ymen’r HSM which is a differenticlause is related to a different product
35. bor UPL - Host Console. of Al product. (payment HSM) Clause stands as per RFP
Req. no. 39
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" |No. )
2.
gzzzri}liggl’ri Reduced Key checkThese features are specific toPlease remove / relax this clause as this
41 on of HSM Ilvalue: 6 HEX payment HSM which is a differenticlause is related to a different prOdUCTCIouse stands as per RFP
36. cor UPL - product. (payment HSM)
Req. no. 42
2.
gecezri}'iiglﬁ Encrvoted decimolizo’rionThese features are specific tolPlease remove / relax this clause as this
4] P f HSM ltabl P payment HSM which is a differenticlause is related to a different product
37. ?or; OUPI ' able oroduct. (payment HSM) Clause stands as per RFP
Req. no. 43
2.
Techr'w!col' Secure Hos’rThese features are 'spec'|f|c ToPIeose remove / relax this clause as this
Specificati . . payment HSM which is a different . .
41 on of HSM communicatfion using TLSproducT For GP. secure chonneldcuse is related to a different |orodu<:’rCI g
38. . ’ ause stands as per RFP
for UPI - or L offers better security than TLS/SSL.(pOymem HSM) P
Req.no. 44
2. .
Technical PIN never appears in the) 3 . .
Specificati clear outside of a fampernthese features are specific toPlease remove / relax this clause as this
41 oFr)w of HSM resistant securityjpayment HSM which is a differenficlause is related to a different product
39. tor Up| . module as per PCI PINproduct. (payment HSM) Clause stands as per RFP
Req. no. 45 security requirements
2.
Technical . e . .
Specificati Key Entry Mechanism are[These features are 'spec'lflc toPlease remove / relax ThI.S clause as this
41 on of HSM protected as per PClI HSMjpayment HSM which is a differenficlause is related to a different |oroduc’r|<ey Entry Mechanism are
40. cor UPl - 3.0 requirements product. (payment HSM) orotected as per PCl Compliant
Req. no. 46
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2.
geg;}'igglﬁ rDe?:\i(\:/Tclnclmin c?;di’riofwovfeorFeW of the features are specific toPlease remove / relax this clause as this
41. |41 P . . ___Ibayment HSM which is a differenficlause is related to a different product|Clause stands as per RFP
on of HSM |Alarm triggers for motion,
product. (payment HSM)
for UPI - (voltage and temperature
Req. no. 35
2.
Technical . . o . .
.. [Multiple alarm triggers forFew of the features are specific toPlease remove / relax this clause as this
41 Specificati motion voltage  andpayment HSM which is a differenficlause is related to a different product
42, on of HSM ' Clause stands as per RFP
for  UPl - temperature product. (payment HSM)
Req. no. 36
2.
Techp[col' Devpe hordenlng ) Ob'“TyFew of the features are specific toPlease remove / relax this clause as this
41 Specificati fo disable functions noproymen’r HSM which is a differenficlause is related to a different product
43. on of HSM fequired by the host Clause stands as per RFP
L product. (payment HSM)
for UPlI - [application
Req. no. 37
2.
Technical . . or . .
. . |Audit trails and 2 FactorFew of the features are specific toPlease remove / relax this clause as this . .
Specificati o . o . . . Audit frails and 2 Factor
41 Authentication for Auditorpayment HSM which is a differentficlause is related to a different product S . .
44, on of HSM [ ™ USB ok duct t HSM Authentication for Auditor using
for upl - N9 oxens product. (paymen ) USB tokens/smartcards
Req. no. 38
2.
Techp[col' Repor’rlrjg Of. AUThonzchonThese features are specific toPlease remove / relax this clause as this
Specificati State identifies whether S . . }
45. |41 payment HSM which is a differenticlause is related to a different productiClause stands as per RFP
on of HSM [commands are roduct (payment HSM)
for UPlI - Host, Console, or All P ’ pay
Req. no. 39
2.
gecezri}'igglﬁ Reduced  Ke checkThese features are specific toPlease remove / relax this clause as this
46. |41 P ) 4 payment HSM which is a differenticlause is related to a different productiClause stands as per RFP
on of HSM |value: 6 HEX
product. (payment HSM)
for UPI -
Req. no. 42
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" |No. )
2.
Techr‘u‘coll . . .. |These features are specific toPlease remove / relax this clause as this
a7. 41 specificati Encrypted - decimalization ayment HSM which is a differenficlause is related to a different product
) on of HSM ftable pay P Clause stands as per RFP
product. (payment HSM)
for UPI -
Req. no. 43
2.
Techr.wl‘col‘ Secure Hoszhese features are ‘spec.|f|c ToPIeose remove / relax this clause as this
Specificati s . payment HSM which is a different| . .
48. |41 communication using TLS clause is related to a different productiClause stands as per RFP
on of HSM or SSL product. For GP, secure chonnel( ayment HSM)
for UPI - offersbe’r’rersecuri’ry’rhcmTLS/SSL.p Y
Req.no. 44
%achnicol PIN never appears in the
... .. [clear outside of a tampernThese features are specific tolPlease remove / relax this clause as this
49. 41 Specificat resistant securityjppayment HSM which is a differenficlause is related to a different product
) on of HSM Clause stands as per RFP
for  UPl - modgle as per PCl PIN[product. (payment HSM)
Req. no. 45 security requirements
2.
Technical . or . .
Specificati Key Entry Mechanism arefThese features are 'spec.mC toPlease remove / relox ThI.S clause as this .
50. 41 protected as per PCI HSMjpayment HSM which is a differenficlause is related to a different productKey Entry Mechanism are
on of HSM . .
for  UPl - 3.0 requirements product. (payment HSM) protected as per PCI Compliant
Req. no. 46
This point is not applicable for this
41 40 Reduced Key checkfechnical Specification of HSMrequwemen’r
51. :
value: 6 HEX for UPI This applies to the credit/debit PINClause stands as per RFP
requirement
PIN never appears in the This point is not applicable for this
cIegr outside of a Tomp.erTechnicoI specification of HSMreqwremen’r
52 41 45 resistant securn‘yforUPI
' module as per PCl PIN This applies to the credit/debit PINClause stands as per RFP

requirement
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" |No. )
b This applies to the credit/debit PIN
T. hnical requirement.
3 L Sec IT}I‘COT‘ 42. Reduced Key check
. o?]eg:c IIC-EAI/\ value: 6 HEX This point is not applicable for thisClause stands as per RFP
tor UP| requirement, so please drop this
requirement.
b 45. PIN never appears in This 'opphes to the credit/debit PIN
Technical [fhe clear outside of a requirement.
ificati famper resistant securit

S4. @l So?]eg:cﬁa(gp/\ mod%le as per PCI Pllzl/ This 'poin’r is not applicable for ThisCIouses’ronds as per RFP
tor UP| security requirements requ!remen’r, so please drop this

requirement.
2. . BBPS and UPI use cases does not need PCIH
Technical [46. Key Entry Mechanism HSM 3.0 Certification.

55. 141 [Specificati [are protected as per PCl This point is not applicable for thiskey Entry Mechanism are
on of HSM [HSM 3.0 requirements requirement, so please drop thisprotected as per PCl Compliant
for UPI requirement.

56 |41 49 Redu;ed Key  checkrThis qpplles to the credit/debit PINThis 'pom’r is not applicable for ThlSClOUSG stands as per RFP

value: 6 HEX requirement requirement
PIN never appears in the
clear outside of a famper,, . . . . . . . . .
57 |41 45 cesistant securi’ryThls qpplles to the credit/debit PINThis 'pom’r is not applicable for ThISCIcuse stands as per RFP
requirement requirement

module as per PCl PIN
security requirements

2.

Techr.n'col. De’rechon. of .. “©VCEew of the features are specific toPlease remove / relax this clause as this

58. |41 Specificati femoval in addition fo ayment HSM which is a differenticlause is related to a different product

) on of HSM |Alarm triggers for mo’rion,Io Y P Clause stands as per RFP
product. (payment HSM)
for UPI - voltage and temperature
Req. no. 35
2.
Technical [Multiple alarm friggers forFew of the features are specific toPlease remove / relax this clause as this

59. |41 Specificati motion, voltage  andpayment HSM which is a differenficlause is related to a different |oroduc’rCIOLJse stands as per RFP
on of HSM temperature product. (payment HSM)
for UPl -
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Req. no. 36
2.
Techr.n'ccﬂ' Devpe hcrdemng ) GbIIIerFew of the features are specific toPlease remove / relax this clause as this
Specificati [to disable functions noft o . . .
60. |41 . payment HSM which is a differenficlause is related to a different product
on of HSM fequired by the host Clause stands as per RFP
L product. (payment HSM)
for UPlI - |application
Req. no. 37
2.
Techr'w!col' Reporhpg Of. AUThonzohonThese features are specific tolPlease remove / relax this clause as this
61. 41 Specificati iState identifies WheTherpoymen’r HSM which is a differenficlause is related to a different product
) on of HSM [commands arel . quct ( ment HSM) Clause stands as per RFP
for UPI - Host, Console, or All product. payme
Req. no. 39
2.
Techr'w!col' These features are specific toPlease remove / relax this clause as ’rhiscmUse stands as per RFP
Specificati [Reduced Key check S . . .
62. 41 ) payment HSM which is a differenticlause is related to a different product
on of HSM value: 6 HEX roduct (payment HSM)
for UPI - P : Pay
Req. no. 42
2.
Techr.n'coul' . . .. [These features are specific tolPlease remove / relax this clause as ’rhisClcuse stands as per RFP
Specificati [Encrypted decimalization S . . .
63. 41 payment HSM which is a differenticlause is related to a different product
on of HSM table roduct (payment HSM)
for UPI - P : Pay
Req. no. 43
2.
Technical These features are specific to . .
.. .. KSecure Hosf, S . Please remove / relax this clause as this
64. |41 Specificat communication usin TLspoymen’r HSM which ISOOIIfferemclouse is related to a different product
) on of HSM or SSL 9 product. For GP, secure chonnel( ayment HSM) P Clause stands as per RFP
for UPI - offersbe’r’rersecuri’ry’rhonTLS/SSL.IO Y
Req.no. 44
2. PIN never appears in thellhese features are specific foPlease remove / relax this clause as this
65. 41 Techrjl‘col' cIegr outside of a ’romperpoymen’r HSM which is a differenficlause is related to a different |oroduc’rCIOILJse stands as per RFP
Specificati  fesistant securityjproduct. (payment HSM)
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on of HSM module as per PCl PIN
for UPlI - lsecurity requirements
Req. no. 45
The HSM device should beWe request to revisit this c:Ic:1use:C|OUse stand modified as :
DELIVERY ANDdelivered at both sites Wh‘hir) 4The H§M dgvipe should be delivered OT“The HSM device should be
6. 42 Part VvV INSTALLATION weeks and 2 weeks forlns’rollo’rlonbo’rh sﬂgs within 8 weeks ond‘4 weeks fordelivered af both sites within 4
from dafe of issuance oflnstallation from date of issuance of
weeks and 2 weeks for
Purchase Order Purchase Order Installation  from  date  of
issuance of Purchase Order”
The delivery location is as
stated below:
(i) UCO Bank, Head Office-
I, Department of
Information
2. Technology 4th Floor, 3 & 4 .
DELIVERY DD Bloclg, Sector-1, Salt Please confim fhe number of HM
67. |42 |AND Lake, Oppﬁ]"”fcfis TOT : re?.u'red fo '“lsTOK”elS STDefoiIs dlready shared in point 2
INSTALLATI  [Kolkata-700064 :OBC © | © two locations, namely ROKATAqt scope of work of RFP.
ON (i) UCO Bank, UCO Bank, angalore.
Data Centre, C/o Tata
Communication, NO-2,
KEB Layout, Geddhadall,
Sanjay Nagar,
Bangalore-560094
e) The We understand that the Bank would
b software/equipment is provide unhindered access to the DataBank would provide assisted
y considered accepted Centres required for supply, installation &laccess to the selected bidder.
DELIVERY .. . .
68. 42 |AND (Comm|55|or)ed and supporting the HSM devices. We further ' _
INSTALLATI Qpe_rc:honohzed) after] assume frhe necessary rqck space, povyerBOnk will also provide Rack
ON signing the Acceptance and basic requisites required for ms’rcllohonSpGCQ power and  other
Test document jointly by & commissioning would be provided by thelessentfial ~ requirement,  buf|

the

Bank at both the DCs.

bidder has to provide rack with
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representatives from the all necessary accessories like
Bank and the selected Please confiim our understanding &lpower cord, lan wire etc.
bidder. The component assumption.
level checking for
individual service may be
included during the
acceptance test. Upon
satisfactory installafion of
the equipment, vendor
should obtain  signed
installation certificate from
the Bank Official after
making the stock entry af
their end and specify the
same in the installation
certificate. The same shall
be submitted by the
vendor along with the bills
for
payment.
\9/\2I<I%boef Jg]ceﬂgco;?gvrodrilisgrsj We would request the Bopk to chgnge the
9. 44 15 and successful insfolloﬁonTERMs OF PAYMENT payment ferms to 70% agianst delivery and
20% against Installation Clause stands as per RFP.
of the HSM
For Hardware (HSM)
a. 90% of the Hardware Request the bank to amend the clause if
5.  TERMS . ) ; ) X
70. 44 lOF Cog’r will be paid OﬁerPoymen‘r terms there is delay from the bank on ms’rollohon
delivery and successful for more than 4 weeks, bank will release/Clause stands as per RFP.
PAYMENT | .
installation 90% of the payment
of the HSM.
For Hardware (HSM) We would request the Bank to amend the
a. 90% of the Hardware Payment Terms as suggested below to sync
5.  TERMS . ; . . )
1. s loF Co§’r will be paid after with the industry standard:
PAYMENT delivery and successful For Hardware (HSM) Clause stands as per RFP.
installation a. 70% of the Hardware Cost will be paid
of the HSM. after delivery
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b. 10% of the Hardware of the HSM.
Cost will be paid after the b. 30% of the Hardware Cost will be paid
3 vyears (i.e., warranty after successful installation of the HSM.
period of HSM). The
amount may be claimed
by submitting Bank
guarantee equivalent to
the cost.
Notwithstanding Bank's
right to cancel the order,
liguidated damages at 1%
(One percent) of the price
of ‘undellvered' portion/ We request you to kindly amend the clause
not installed services of per, )
. as:-
week will be charged for
cvery ‘weeks delay n the Notwithstanding Bank's right to cancel the
specified delivery S
. order, liquidated damages at 0.5% of the
schedule subject to a . - - .
. price of undelivered portion/ not installed
maximum of 10% of the . .
. services of per week will be charged for
total cost of ownership. , ) o X
. . every week's delay in the specified delivery,
Bank will have right to .
schedule subject to a
7. recover these amounts by .
72, 46 lLiauidated lan mode  such  as maximum of 5% of the total cost of
’ 9 o ownership. Bank will have right to recoverClause stands as per RFP.
Damages |adjusting from any|

payments to be made to
the Bidder or from the

performance Bank
Guarantee. Liquidated
damages will be

calculated perweek basis.
The bidder shall share
dispatch details regularly,
after handing over the
consignment to the
concerned Courier]
Agency/Indian Postal
services.

these amounts by any mode such as
adjusting from any payments to be made
to the Bidder or from the performance Bank
Guarantee. Lliquidated damages will be
calculated per week basis. The bidder shalll
share dispatch details regularly after
handing over the consignment to the
concerned Courier Agency/Indian Postal
services.
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Corrigendum

Reference

Original clause

Modified Clause

BANK'S REQUIREMENT

Bank requires General Purpose HSM with RSA 2048-bit
encryption for UPI and BBPS applications.

Delivery And Installation

The HSM device should be delivered at both sites within
4 weeks and 2 weeks for Installation from date of
issuance of Purchase Order

The HSM device should be delivered at both sites within é
weeks and 2 weeks for Installation from date of issuance of
Purchase Order

Technical Specification of HSM
for UPI

Audit tfrails and 2 Factor Authentication for Auditor
using USB tokens

Audit trails and 2 Factor Authentication for Auditor using USB
tokens/Smartcards

Technical Specification of HSM
for UPI

Key Entry Mechanism are protected as per PCIHSM 3.0
requirements

Key Entry Mechanism are protected as per PClI Compliant.

Technical Specification of HSM
for UPI

The proposed HSM must be PCI-HSM 3.0 Certified or
above

The proposed HSM must be PCI compliant.

Technical Specification of HSM
for UPI

Cryptographic module certified to FIPS: 140-2 Level 3,
46, 81, 180-3, 186- 3, 198 or above

Cryptographic module certified to FIPS and Should adhere
to all major industry standards, including FIPS-140-2 level 3,
PCl compliant.

Technical Specification of HSM
for UPI

Key Entry Mechanism are protected as per PCIHSM 3.0
requirements

Key Entry Mechanism are protected as per PClI Compliant.

Technical Specification of HSM | Should have GUI/CLI available with 2 factor | Should have GUI/CLI available with 2 factor Authentication
for UPI Authentication using USB using USB / Smartcards.
Last date for receipt of tender | 27.12.2021 by 4:00PM 12.01.2022 by 4:00 PM
bids
Opening of tender bids 27.12.2022 at 4:30 PM 12.01.2022 at 4:30 PM
Addendum

Part-V, Clause 5:: Terms of payment: (For Hardware- HSM)

In case, the item is delivered but the installation is delayed on account of site not ready, 70% payment may be released on production of site not
ready (SNR) certificate from the concerned Site and rest 20% of the order value after completion of the installation and commissioning as
mentioned in point (a) of payment terms or submission of Bank Guarantee of an equivalent amount having validity till confract period
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